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Abstract: Large language models(LLM) are leading to a new revolution in artificial intelligence technology. As LLM
have the characteristics of platform, mass data dependence, frequent user interaction, and easy to be attacked, the risk of
privacy disclosure is more worrying. The source and internal mechanism of privacy leakage caused by LLM were fo-
cused. After reviewing the domestic and foreign experience in the governance of LLM privacy risks, a five-dimensional
governance framework that included policies, standards, data, technology, and ecology were proposed. Finally, this paper
also looks forward to the new privacy disclosure risks that LLM may face under the development trend of multimodal,
agent, embodied intelligence, edge intelligence, etc.

Key words: large language model, privacy, data leakage, government

0 2= THAE S IR IR AT AN NSRRI 45 2
RPN EL AR B, IFIRIE R B B B R A

A ORI W AR B RS HOE, 1 W, BFECA. BUR. S8 . REREL
R EARFER RS ETIR R, RS SRKIIESIRES . ZALRE S ST TR T AL

WiEEER: 2024-04-15; 1EEIHHA: 2024-04-28

BIE1EE: %5{5, caijj@zhejianglab.org

EHEUIH: FEZEIIAR (No.2022YFC3303103); WHLA BT HHR A IFHTH  (No.2024C35035)

Foundation Items: National Key Research and Development Program of China(No.2022YFC3303103), Zhejiang Provincial Depart-
ment of Science and Technology Soft Science Research Program(No.2024C35035)



ERE AFAE: AR ORI 5] i A XU 2 v B A - 395 -

HReHAK RN FIR, IS A AR R
RS AT JHG 5K 1R N 25 A G RE ) AT A e 5l ke 1
Iz R, H R N FATS A7 A — e 7 A XU
SR EE . RERUA S B &, iR HdEIK
Rt PR EME. 552 B BEERE, 5155
N TR REROARAALL, KA R N SR B & i
BRI SRR, LG ] B R vt R RIS B D 5k HA A
AN, sk, O %A £ R R R i
Femi AR gy, 202347 H, REBKIEHE BHE R
4% (Federal Trade Commission, FTC) X OpenAl /%
A, DAL A ChatGPT #H K IR %5 2 2L H -
PIBEAARL . 2023412 H, (A 204D 1] OpenAl
KRR LIRS, TrisH AR AVl
BOE 3R SCE DL R

IRIIRZEIR, AT ik AR O A 1) R
5N, [FEBE B RA G R, HESE ARV
BHHRT NEAEUL T mANE R g, BN Bes %
Aifp e E e A, BT, gAYk
FAIHEEE RS A AE — S5 5T . Plant 25718, K
RS %, TR A B s SR, A it
T . Emmery 251260, 2R O AR Y AT
Re o 7E 5 H 7 1958 Bk #2 it 82 I 2R 50 s - Chen
A RANE SRR, T mT LAER i
MBS p A Y R o Carlini S50 70 41 o
R FEr, A HOEE R TR R D ER B T 1 000 24
WGMEAR, BN ANRF . AR EbRSE. #IRH
ST B AT oA, R T ORI S P X B AR
AR R kAR, = BT R A X s AR 1K
Wi B IRTE S AT AT T7 PG I B RA
T o YRR I F R, R AT TR
A MERABEFAE ) PEI PR A St 2 38, R E
il A B B AL XU S 41k 1 RT AT I BR AT . SR T
5, FIRBERZERTEARMAER ST, RZHER
AL BB TT, AR S0K AR RO (1 B FA T 5
AR 56 BEER AR AR o 45 Ekd ok, DASR BN A A
EFRHPERIE BEHESE

1 KRBT L RIERFA R SRR

MBEFL i FE LB A BERA A RO 5
KA FEFL RS AT UM ESH RIS B . BRI SR, R
I3 AN ERR T o RUF T it S SR 2415 (R R AL i
i PR 308 5 DR A R o e B )1 R Bl 1O 7 SR A K
SRS TSI Y ZRIATT (10 FERA It i XU 5 KA 7R o i

BRI, DARIEBCE IR 50 T AR R 3
A% RUETAEIY N FH AT 1) B RA T 8 XU 5 B Y
A8 HAE A3 U B B (i EE R g DA
T 22 ol i Mok 7 U ok

1.1 SRIETFHIRWEIA T FIBEFA T 5 XU

Az O AR Y 75 BEAE KRB B g AT Ul Sk
DL Meta 5281 &K AR FIFF IR Llama 3 91, 4
BHR BT 15T token. 1% 4691 25 B 40 8 % 00 2 4
FEEARL BEE. WP, Reddit P35 ¥dE . Common
Crawl WL ZE N H A B P 45 . B s dsirh, wlEE
BERPANNEE, s, S8 5. B
M EL . AR R, W R R AR IR N2
£, NIRENJELLIBRRAI R HE N RE .

1.2 SRIETFEBIIZIATS fIpa At 5 XU

TERE LI RIA T, KA RS I G Bdh (1212,
PR B A I hid R i SR S = A s, #0A T RE
51 R BaRL 5 XU

(1) BRI IEAZ 0]

A ORI I T I 50 22 SE S
BRSO ) SCAS AR A S . SCRR[8] L& IE
B, RARAS 2 iE A28 o IR 2400 & 24 142
AN, X7 R EE AT AR AR A 2 5
BA/N . Hdl m R BTN R . BEE S
(G, ARSI R B 110 12 ) 2 A8 15 58 i e
B YRR KT IS U, B
JRRIRIERE I EZET “HWM” WHFHEAR, MAZ
FE IR SR — A . SCRR[91FR H, 1512
SRR ) GPT-2 BRI 2R 038 48 (R iC 12 LL 5l K 4
240.00000015%; 1M 60 1.2 % & 1) GPT-J #7442 />
012 T HING IR 1%, 01218 5 )1 R
WESR A IS, B H IR B 2 1 5155 5 B
B GRACAE o Brki ] DA AR B 1 2R E a0 1
WAL RIEBINGEIE (S W 1.47D.

(2) BEAIEEA N GRis B R i 5

TEERIT &xfl. BRI Ssch, AHE
W R AR S GATT K . R AT, 17
TR P . B S HTE 2 07 2 [ A s 1 1
Blo WIRER = 22 4 AR E AR AR ML, X
— i FEAT RS SRR MR . HETHL.

1.3 SRIETFREL R AT RIpaFA T 3 XU

TERY N FHERT,  f T SRR A AE AR A
(I A8 H, Al BESs kA T 3h a5l ) e R i 5
BbAh, — BASEHE N N AT, K AN AT G



© 396 * ekl 51

AR e

WeAMER B R, 5> Bt 91 RN 262
Pt e, B FESSFANM R .

(1) BRI 28 B A 1 i B WAk

LR P EAFIE G LT 5B A=A A B
BURERIS, ATRES gl KBS FATE R XU . filhn, &6
g3 P AE S KA A A2 Bk R R el e A\ 0 S TAESC
i ANANE BRI . RE ChatGPT &5 4
FERRA SIS IXLLAF K, EATSRAFE A Mo B 7 B
) IR

(2) BEAHEFRAR LR AL

Bl A R AR B T MG 5, KBBR8 M HE
HER SRS eI KR BRI CARE S (AT
IR B A L ih ) J SR Tz A A B
B X 0] RS i R A 3 R [ FA AU i — 20 4
K, WA FRT1E12 0 8. 7E— DU T i 5
il 98 1 Reddit N A BERMAEE T —AN S04
HnsE, SREIERBEA “BrHEEEk ” HEWT A
AMNNAE B, BT 85% I Top-1 1 3R A1 95.8% 1)
Top-3 HERfZE, MUARNAL R Nt 2 TREM) 1%,
14 IMNERHES| &PRFAMEE

(D R HEWT Bk

B HE T G (1) H S HERT AN EAR R SR T
PRSI SR E B o B O3 HE T B (A O JEARLR
FARE BT II G AR TN R A R AL B 22 S . —
ME, BEATENGREA 2R I8 5 EZ0 T I
A, WEEMEGEE. BARRRESE. BahE]
PAKG OB — Lo BREREAS, LSRR 0 X e L A1)
ToOm 285 5, AT A W AT T 15 AE I R b H B .
— BIGEE R IR A 5 A H P B R RO =&
FEWnEG, AT AHERTIZ B FA R NI ZRE A, Rl
(5 R RVaR VA

KM Z Jr ASS 5 52 B A HERT By, 380
DURREE: Ho—, KRERMIIZGEEREE 5 RKE
KICARFA, sCE. il PR, RERIKR
FFAVEE S T EEER LTI ER, TR
FBERGOAIE ), K, R4 B
SROKHICIZRE ST, BB e B AR K B SR
TR 2R IA) ST o 3K A VA o S S v U R
RS B R G A A A A e E, (EHERRR B
B fb s H =, RBERLE DUIF BSOS R 4 1
(application program interface, API). #57JL S 4E
TS AN, 56 =7 AT S A AR N H . X R
AN B T AL 2 R R HERE, (H N B

s g s R N R . B T DU E Hh A A
APL, P TEERAEL, AT 386 K B 53 T 1
hE.

(2) HHEHRI IS

FR PRI BT B 7R ZE A MR BN 2550, M
AT VISR d o B g R e AR R A . TR
B YNGR B C I, SRR IR IR 5
SRR I 2 B B FA R . SCRR[S] L& IE
B, T LAXE GPT-2 S AP AT VI SR da S B s, 18
T E WA EEE N INGRG, BENNBE
B ARSIt h) . EBERY A 4k
RN TEECE . ARG AT 128 4738 A ME— R3S Cuni-
versally unique identifier, UUID) %51{5 & . HAKRK
S R I I O A5 A M GPT-2 KA R AR il K 4
Wiy SRJE, T GPT-2 A2 U 51 1 TR 256 5 B S A
B2 (AR B, MHIBRAS K T B A 2 U R0 1 A=
A . KT “X5% 7 MR, HRR AL
AR BT VR A A HE LA ZE AL Nasr Z Ry 7 —Fb
REBCEAESEIC A, P DU SR I AR (f
TR T VEAED Il EdE, W LLaMA-65B.
GPT-Neo. GPT-2. GPT-3.5-instruct &5 . 1% M7 2>
S EOCB e 2 TR IR AL 28 N AR, LRI
G — N IERE SR, DA IE R AT N8 150 f5 1
THRE PR I 2R

(3) B G

iR JURp B 77 AN, 1R 57 R T
RPN 6T, R L 4 AT FR R R PN 1 S Bk
ghby, HERE E AR EI A . UET, KREHEE
MRBERIIF TR T APL A U7 I JE S, 1X 28 API o
VER P A, (BRI SH. Ck[12]3
A APTHE (R I KIS B 25 5w Bk 5 ik K i
AR SR T SE BB A 55 B o 7E 45 A — T I i 9T
il AT BE I A 2 000 YRH APLEE D, it
FIHIEJE T OpenAl GPT 251 AN SRk A5 7Y Ada FI
Babbage (BN HIE, FHAAE PSR R 6
YEFE (5191 024 K12 048) X Fh I J5 ik i A
WA: Bl Ada Fl Babbage £ A AN A 20 6,
Bl GPT-3.5 A 2] 200 26 70 . B3 1 97 B AU 2
G AT AN, IR EOE AT B 2 5 30 2R 5
H R RS Bk R .

2 KRREFESAL XL A ER IR
oy d KR P A P B RS A 5 AR A RE (1 ]



ERE AFAE: AR ORI 5] i A XU 2 v B A - 397 -

I, PSRN A2 R & s vy, ©
FRON AR BRI [ S U8, 5 32 R SRR AR AU
Hegh KA RLGE A e R, R K 7 nssst DARE AL
T R DX R AR ) 25 24 XS P i Y 9 0 2 30 T
i, JIETER —5 N TR R IR+ 135,
[ XCE ST

5 EITE 2023 4 10 F & AT E B 1A O
RSB IE (T24. aliE. [EEEBHIT &R
AN TR BERATE M A) (LR () D,
DR AN LR R G LA, WH. (md) T4
EPXTRRFACRIF B T /NTT, 48 H IS BUR K PR 2
PSR AR EE ik s, AR &R
AR 202442 A, 3B S AR OL N T e 2 A
R, A5 200 2 K. &R, BURF
WURIEE BT o B R 1) 3 BT 45 2 — Rl 20 BA I
iy RNV 48 S 778, PR B
FR P2 A, b B FATE # 2 XURG R AE . BR
L2016 4E50E T GBS G461, "EH
BE TS KBERE NN TR ReEIAR . 2024 4F
3H, W IEA @ b (N TR AEER) .
AR AL T XA N RS (R 2R, SR TT
R B AEEE F MGTE I, RIS 5E AT 55 B
VAR, FERBGE AT AR LA . e
PEATE] .t E T 2023 427 A A (RGN
BRI SSE H AT AN, SRR AR S IR E I K
NG B, N SRR A NG BAL B T AT,
JBATA NG B L 5 o

B T BURALR AL, B oh Sk B AR 20w & R
R B AR XU VA B COF IR AR R . TR T 2023 45
8 H A 1A ALIRSS 265K, AR iR AN 2 0%
AP AHENE, WAREEEEE T 28 AL
R T RO ER B EHE B AL A A XU, OpenAL
FEHSFAMOBT DR SR, 1E BRI - HHE 42 1)
F, FFEH T ChatGPT 7= fh I NFaFA k7K, LA
RGN RE S

3 RRBUHIESFL XU IR TRHESR

KT R RR B — TR G TRE, 7%
MBUE . bRt ol BORMAE S48 2 5 5%
o R SEEAHSCBURAbRHE, IaREHR A, 5]
NZEREECR, ILRZT7 &, MEZTia1Em
REAR, WML FHES B R, R THEM
NTERE.

31 B

— TR RRIRUR R () DA ANE L, B
BB B AL KBS G B T2 A 4. 2 JE TS IR
s IR L, 78 6 T R R I SR B & 2R AL
MME#EE . AT, 2022411 A&
2023 4F 10 A, EEMIEXERE L2 T
10 2 JE AU EEVF Stability Al OpenAl 25 K 7Y A
W AREEAL FIFROBUE S AT BB SR A4
MHT “RBAUSER BIRRBGEE R R T LLE
KR AR B A 7 e gk BiR 7 &, W]
FARTE CEERGERY “E&HEH” BRHm «“ 3
VNST /Tt ot KL 3 ORI ) YN R B %
P R, =4 KA A N 3 5 N AN AN B
RARSEtgi ], nl B, #E . RIT SRR
RN 43, TR IR, BUIE CRE A
(T B RA PR 1), 56 3 RS R R A 15 5 P it 5 B )
TR DA VAt 40 0
32 FnE

FRUEZETH, BECH & ER I 2 TPl E
FAhiE, W (F B L REARNA Y ) BIE 2 A,
FTE Y OB T AR B 5 AFA R VP Ak 7 )
S, RN KRR (1) 2 A VPl AR oE AR e . R
K, ATRE— 5 5E AR A A iy A B B AL RS b
e, TR AR TEVE. etk fEA. LR 8
BREEIRAT; VO B E . U7 ] . B n s
H & TS5 e e hrife s il KA APLI 5y
IIE. BURE B, B2 abifE. 5T Lk
Pk, TR R ) 2 A br e, 5l SRR %4
ISR
33 iR

MR, SRR AEZEA AT ELIE X H R B KA
VBRI T 25 (AR IR, (AR B B i i %
W FH ) RS A5 38 o xR R SR dids I BR AL YR
HROCHE, nREUNHE .

(D HfLE=

B S A B SR A R T A
REHE ., KMEE SO “212” W,
WKL Z R RA LS. SCHR[14])58 1, RBR A pR
W B IR 5 7 1 1 B H IR B 2 2R A
Ko Mlan, LEVIZREARE T H B 10 R 7 5135 A4
JA R LAY B — YK (R B 185 1 000 1% . Lee 251
BE— DR, IR B 25 5 AT DU R m IR
R, AR A PR 1 R



© 398 « ekl 51

AR e

(2) HHid g

R I D8 B AR LRI 25 2 1 i B )1 2R B0 R
MEURGEE, WD ANSER T R SOREHRE
£, H R TR AT 38 B SRR S U B BR
) 15 34 P A ok s o s e U R R
BAFE— 2okl . —J7H, FoE R g T Ra Al
RN . A LB AAE BT BT, IFR
B2 MR, L. H—07, UK
R LTS A RIS LT, B AR R 1
e, WRA > ERURME Bastly, er Dod g s
MK, W REERAMEE . K, HdRg e
TR S HABBRFAR T T iEAH S G

(3) HHfsKEn

EINGEIR P AR KEER, —BRE
R RAE M B A, mT AR K B PR IR, R
JREXT i Tt o 3 2 2 7 AR SR T DA ] B FA KA (1)
A% . Sablayrolles 251 B B BN TR 11 %K
PRSI I ZRER M BRI DK ED,  fE 5 2k
X AT ISR 73 253 v B R A AR 2E, AT
INSREEE AT IE WL . Sander 25U HE— K K K
BN A FH TG R AR T A R AR SO 2 T Tk
AR B R . S5 RRM, B HAT 5% M2
AHATKED, ZE A L BEE (p{H<10™)
HiES I 207K BRI 258088 B T IR
3.4 BA

A 18 97 908 R AR R B RA RS, 322245 LA
T A& .

(1) B

FEDTT A4 A SR IR SIS, K BEoRA ORI 55 )
Bw, WHEBBETAEELATFILE, B
(federated learning, FL) $2ft | —Fh o34 KL%
SR, TSR o B Be AR B EIZE, A
T A ke 3 ) R, 54 4 R S 5 kI A%
GRS I AH B, FL Gl E B 45 1 i 46 208 1
A7 LT A9 A Ak 3 [ o 25 500 SR SR 22 07
iR, gt e, AR NS FAg
FIMRSS A, NIABIEC T 55018 2% SR 2L
1 B A M R B BA AL XU o Ye 2P $R H ) Open-
FedLLMHESE, AR 7 B4R 2 AL IR X 5%
FRBEIIRE. TR, LR ERE AU LK
RN RE E U, <@L, FL A0 9 LLaMA2-7B
TEAR BB A TR ILE 2 0] U GPT-4.

() ZEZIHE

%4 % J7 i H (secure multi-party computa-
tion, SMC) J& % —Fh R4 BaFA I 70 A Uit
FAUR . SMC R A] DUAE HE P 7 v R 47 040
BRI (R AL, AT ZE AN 5 5L 46 2 s N 25 11
LT AR HE A B . BT Transformer 4244
PR R AR MEAE, HENHSMCEAR2F
HAEYERRM RIE . CHTFZMH AN T
Transformer 224 [f) 22 & HEFRAF 50 . EZH WA EL
R, — PR BR 4 & 25 T Transformer 51 #
et Ak, 140 THE-X HE 222, MPCFormer HE
2R MPCVIT HE 222, 3 31 L 8% 2 6 Trans-
former 42 #4 A1 (1) 52 2 oF B BR B (40 GeLU BR 44
Softmax K& FH NI AR, ARG E
W D TR TF R . (HIX SRR B 4L — M 75 20 i
b5 BIRERL AT BN SR LB AR Y 1t e . 53—
FOR PR A2 He T2t E UG, 5140 Tron HE
5124 pUMA HE 4271 SIGMA HE 4251, PUMA HE
L GeLU BRI 0BT Softmax bR 451 =4S BE I L,
TEPRIFIEAIPERE 1 [R5 B AR 1 e A HEBE ) AR
Fe H AN LLaMA-7B Z R 22 4 HEFR 7 56

(3) FET R P PAT IR EE

FF AR B TS AT AR (trusted execution
environment, TEE) ${ Ri#id7E CPU 3 2% — 4>
ZARRBEX, WHORBUREE AR RAEX N X
BANAT, BT RS BG, TEE A& 8 o LA
WIRHL . TEE & T {224 CPU, BEWSLISA
BB B 2t B, AERFF VSRR 1 [R] I SIS
RPN TEE 2L £ .35 Intel SGX.
AMD SEV. #:%5/K TDX Ml TrustZone. Huang25™"!
B2 ) SR EPAT IS S, e 17— M T
B 12 2 o A ORI R R SE , fERR IR %2
e )[R SEIR T L Je 40 AR R v

(4 RN

[FZ5 in%  (homomorphic encryption, HE) B
Je A i 5 SR (I SR IR B 2 S A,
R, B PTA B AR F A S NN T U
RIRE IR A 2 AT HERE ;SR 5 BB BT A 3 A
TR A EHE KA I R [ 45 B P A
o, BAEITE X H R RIS B A R R
AR, HURAENERES TS 5E, Ll
TR TR RO B A A AR, 5 =T
DA EHE A H B R SR e A . AR RIS s oy
Z (i AR 25 02 5D AN S FE 2 T ek 4R



ERE AFAE: AR ORI 5] i A XU 2 v B A * 399 -

o B, ZET Transformer 22 4 ) KA 8 7E B H
[ 25 I e AR I} 75 BN AR 2R B0 oR HOR N S5 RL
2 KR . Zimerman 250 AR 1 T EH &
T EZR 2 A BT %, g 7T HE
(1] Tansformer 22 F4 A 28 1) 87 FH 78 77 .

(5) ZE5rBafh

Z=45rFaFh (differential privacy, DP) JHid 5] A
BE ML R, LA 2R B AN I 2R A 1) A0 3t 1% 3] ¢
i, HIUbR bR A B A iR . 2 S B AA mT DAFE B
I KA R AE Y SR A2 g IZ U5 Bl e, |
W BT 5] NS T PR Y () MR, B0 A
AAERIE TR, R ZAE AR B D e 2
6] TR 47 . Shi 253 T — Rl B HE 22 JFT,
95T Transformer 4244 [ R 455 7Y 42 41k 30 14k 22 43
BRI TR 45K, JFT AR A
BRIOVERE, I X G 22 A NIl (R b
35 &EXD

KA [ B AL KBSy H 2 — AN AT &
g LfR. wmEMIE, BaStia =G
AR ERAAE L, 75EIN5RIm F k3 R
BB EE, REHXARERMTHEER, [
I s i ) P I EAR RGBS, $em - B AL
RFEIRMBE ). £2 725, 8% ok aH
Kz HRBR PR GE, ORFEBUF. &
Wy 5 AAREE. BER AT XE &, T
WA E FARER YRR, TRt I66 71, 18
AR b, SRR “RRFAAIN” WL, KAE
ANRMBAER, KB R IBEAAIRI . Sl KA A2
P77 8 B R AT AR () B AL RS VR B AR 1, #5524k
DEFE . A, KRB ) B AL XU VG L 7R v
HERGE. AR 2SI FE RN, &
BUhnsmEs s X R ECR R E A% A E
4 BERSREKFME

MET, RBEREARREER, S, ALE
etk HE®EE. USRI ARR KR AR K
JEMEE M. SR, XA RA T RES BT 5
NHTHOREAS . A RIAE B RS, BE i RAR 2 () Fa AL
bliinRl 158

(1D 2B R E B EE

22 IS KA A J8 i 7E KR SCAR -G 3
A=A B AT UNGR, 5 2] AN RIS [H] () OGBK
FLRSFAM 75 2 ER TS E B e . #f. K

KAIRI . BRI S] — T T 1 A R B i K )
ARRREST, S D TR T B A RIS 18] £
FEIO R o 2 BN RS 0 I R B30 A 2 B R i
I, 5 MES A RE R BOOX At R . T T A
FIH Z A IE RS ENE, RAFHEAH. HiE
FARIFS AL IR o BSOS R A AR R, AT RE
R A SCA IR 25 BN LA T B AR, S S 7
KA T 55 o

(2) REER+EREIA

KA 5 AL BE 1A (0 b & 1 o B i & e s
o SRTIT, XA Rt AT RES R BERA THE 07 JXURS: o
PG R 3 R B A5 B R g i 7 1 5 R
SHh . MR JE IR VR T RERE FEAAE AN R
WA HEEARE, IR mIE. B,
FEPAT “BRITIZI7 AR50, & BRI TTRERE B
Feff LIk RZ 7 HRAER, FNEE IR
REBIRIZEE, RS R RERK,
IEIFERAY HL. Behh, KRS EReREE s, A
P HAMESS AT RE S KRG 58, Wl RExIBIL B
A ST OB AN B AL T B RE

(3) KRER+H 52 fE

KER P ARIEE, WhOVRSEEE,
HRMEETI LS NAE R AR E R I A bk &M
Ye. A ENE, B pHAE T RS SISz
R (S R R AL RS A E /NI — 5T
H ORI T BRI SE . Wt fil it 55 22 B
FAREST, ATCLE ISR T AT . X
(EASY RIS LB S &2 IR NG S b e H
ARG 0 HiEsh, EdiEE R gl
(O 5 P, 8 i 5 28 S e P B AR 2 A
So — XU R SRRIEEE b A% & m AT K
B>, M RAKREINEY. H—J5m, RaH
REWK P 1 KA B HF AR SSICIZRE . AR GEHIR
R T BT 0 R SCICAZRYERF RS, R D
AR A7k TEHaARGENE &, T
e R BRI 2] 45 B AR T A 2 2 a s, SRS
TR, BAESKKMICIZEE ), TUEPITE
55 (IR R SR AR O R AL i diE

(4) REEB+IAZ5H e

1 &4 %I ANIE (canary insertion attack): 7E Il £5 54
HE RS B i sChE N “My ID is 341 7527,
IR TR R, R EMRC, A4,



© 400 * ekl 51

AR e

W R A B AL G5 5T, KBRS
FERBETHL. DN SN D S (K58 R R
A R R AR IR KA R Gemma SCRFAE DS A TE
HHLEIEAT . PAPCRAE T — AR A THENL 3 sk
f& Copilot 8, T PLig i AR R BT X Fhid
28 e 3 5 T AT RARR K B2 T A 1 R e A 55 1Y)
iRV QNI M R A NS RN GO A €1l e i J 1 )
BEORL it DS 5 — i, PSR T B
fefil s ZRR AR IR, HEgs kB w] aE 5l
ORI B AL R R . KRR I R S BT Gt
AT A BRI Sl — HIA g
SRR, HEAR R Bl e A itt R

BERT L3R KA R Jee P 3l 28 A AL AR AL X
B, BR 7RETEOR. bk . SoRMASH
TYEABAEIRSN, T R RS AR R
B AL RS AR AL RFAE 523 U DN AN FUE AL, fie
BEZ T MEAE BILE, DU OR S R A
AR AEANUIEE L RESEIER AR, BEEERS
ORAGEIRY PR SE P 3 DR AW, SO LIRS PR i
Yo TG AT TR RBA R RS T AT RETIA
RIBSAL DR, LSRR F-Bhv, 51 T8OR35 A4
N

EEPEE

[1] HUANG X W, RUAN W J, HUANG W, et al. A survey of safety and
trustworthiness of large language models through the lens of verifica-
tion and validation[J]. Artificial Intelligence Review, 2024, 57(7): 175.

[2] PLANT R, GIUFFRIDA V, GKATZIA D. You are what you write: pre-
serving privacy in the era of large language models[EB]. arXiv pre-
print, 2022, arXiv: 2204.09391.

[3] EMMERY C, KADAR A, CHRUPALA G. Adversarial stylometry in
the wild: transferable lexical substitution attacks on author profiling[C]//
Proceedings of the 16th Conference of the European Chapter of the As-
sociation for Computational Linguistics: Main Volume. Stroudsburg:
Association for Computational Linguistics, 2021.

[4] CHEN S, KAHLA M, JIA R X, et al. Knowledge-enriched distribu-
tional model inversion attacks[C]//Proceedings of the 2021 IEEE/CVF
International Conference on Computer Vision (ICCV). Piscataway:
IEEE Press, 2021: 16158-16167.

[5] CARLINI N, HAYES J, NASR M, et al. Extracting training data from
diffusion models[EB].arXiv preprint, 2023, arXiv:2301.13188.

[6] HEARPH, W& 7R, BRIZR . AL AR Z08 R o 0 A B XU 15 2
XH[I]. TR R 2 B R RR), 2024, 12(1): 87-96.

CHU LY, PAN X L, CHEN X D. Ethic risks and responses in the ap-
plication of Al large language models in education[J]. Journal of So-
ochow University(Educational Science Edition), 2024, 12(1): 87-96.

[7]1 VP, 20, 2518, & AIGC JBEALI VP4 iR A BB BER, 22 408
SEAIROG[T]. T LR SR K, 2024, 18(9): 2293-2325.

XU Z W, LI HL, LI B, et al. A survey of AIGC model evaluation: en-

abling technologies, vulnerabilities and mitigation[J]. Journal of Fron-
tiers of Computer Science and Technology, 2024, 18(9): 2293-2325.

[8] CARLINI N, TRAMER F, WALLACE E, et al. Extracting training
data from large language models[EB]. arXiv preprint, 2020, arXiv:
2012.07805.

[9] CARLINI N, IPPOLITO D, JAGIELSKI M, et al. Quantifying memo-
rization across neural language models[EB]. arXiv preprint, 2022, arXiv:
2202.07646.

[10] STAAB R, VERO M, BALUNOVIC M, et al. Beyond memorization:
violating privacy via inference with large language modelss[EB].
arXiv preprint, 2023, arXiv: 2310.07298.

[11] NASR M, CARLINI N, HAYASE 1J, et al. Scalable extraction of train-
ing data from (production) language models[EB]. arXiv preprint, 2023,
arXiv: 2311.17035.

[12] KRISHNA K, TOMAR G S, PARIKH A P, et al. Thieves on sesame
street! model extraction of bert-based apis[EB]. arXiv preprint, 2019,
arXiv: 1910.12366.

[13] CARLINI N, PALEKA D, DVIJOTHAM K D, et al. Stealing part of a
production language model[EB]. arXiv preprint, 2024, arXiv: 2403.06634.

[14] KANDPAL N, WALLACE E, RAFFEL C. Deduplicating training data
mitigates privacy risks in language models[C]//Proceedings of the 39th
International Conference on Machine Learning. New York: PMLR,
2022: 10697-10707.

[15] LEE K, IPPOLITO D, NYSTROM A, et al. Deduplicating training
data makes language models better[EB]. arXiv preprint, 2021, arXiv:
2107.06499.

[16] WANG Z, ZHONG W, WANG Y, et al. Data management for large lan-

guage models: a survey[EB]. arXiv preprint, 2023, arXiv: 2312.01700.

SABLAYROLLES A, DOUZE M, SCHMID C, et al. Radioactive

data: tracing through training[C]//Proceedings of the 37th International

Conference on Machine Learning. New York: PMLR, 2020: 8326-

8335.

[18] SANDER T, FERNANDEZ P, DURMUS A, et al. Watermarking
makes language models radioactive[EB]. arXiv preprint, 2024, arXiv:
2402.14904.

[19] £ KER, B35, BREAT, 5 BORAEZS: NI 25 B 0],
HREREE SRR, 2020, 2(4): 305-311.

WANG F Y, WANG Y F, CHEN Y Z, et al. Federated ecology: from
federated data to federated intelligence[J]. Chinese Journal of Intelli-
gent Science and Technology, 2020, 2(4): 305-311.

[20] YE R, WANG W H, CHAI J Y, et al. OpenFedLLM: training large lan-
guage models on decentralized private data via federated learning[EB].
arXiv preprint, 2024, arXiv: 2402.06954.

[21] CHEN T, BAO H, HUANG 8§, et al. THE-X: privacy-preserving trans-
former inference with homomorphic encryption[EB]. arXiv preprint,
2022, arXiv: 2206.00216.

[22] LI D, SHAO R, WANG H, et al. MPCFormer: fast, performant and pri-
vate Transformer inference with MPC[EB]. arXiv preprint, 2022, arXiv:
2211.01452.

[23] ZENG W X, LI M, XIONG W ], et al. MPCVIiT: searching for accu-
rate and efficient MPC-friendly vision transformer with heterogeneous
attention[C]//Proceedings of the 2023 IEEE/CVF International Confer-
ence on Computer Vision(ICCV). Piscataway: IEEE Press, 2023: 5029-
5040.

[24] HAO M, LI H, CHEN H, et al. Iron: private inference on transformers[J].
Advances in Neural Information Processing Systems, 2022, 35: 15718-
15731.

(17



ERE AFAE: AR ORI 5] i A XU 2 v B A - 401 -

[25] DONG Y, LU W J, ZHENG Y C, et al. PUMA: secure inference
of LLaMA-7B in five minutes[EB]. arXiv preprint, 2023, arXiv:
2307.12533.

[26] GUPTA K, JAWALKAR N, MUKHERIJEE A, et al. SIGMA: secure
GPT inference with function secret sharing[EB]. Cryptology ePrint Ar-
chive, 2023, cryptoeprint: 2023/1269.

[27] HUANG W, WANG Y, CHENG A, et al. A fast, performant, secure dis-
tributed training framework for large language model[EB]. arXiv pre-
print, 2024, arXiv: 2401.09796.

[28] ZIMERMAN I, BARUCH M, DRUCKER N, et al. Converting trans-
formers to polynomial form for secure inference over homomorphic
encryption[EB]. arXiv preprint, 2023, arXiv: 2311.08610.

[29] SHI W, SHEA R, CHEN S, et al. Just fine-tune twice: Selective differ-
ential privacy for large language models[EB]. arXiv preprint, 2022,
arXiv: 2204.07667.

[ME&EN]

I (191- ), &, Hit, ZIsEB=
KBRS S5 EEh O R, B
FUO5 A N L R AR B KU v B

BRHRE (1994 ), &, 2SRRI
W& 5 A Hr SR DRI, B R )
NIEFEEE . HRE S BRI R
INGREE,

HERR (1990- O, 53, ZILSZiG = KRR
W& 5 A AF F O SvE TR, EEHFAR T A
SRR B B s 4240



